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1. OBIJECTIVES AND MISSION OF OXFORD OIL ADDITIVES

At OXFORD OIL ADDITIVES we offer a cybersecurity-as-a-service model adapted to the needs of our
customers, with a team that responds immediately to their needs, both in protection and in remedying the
damage generated, using state-of-the-art tools to offer the best service available to our customers.

We are aware that information is an asset with a high value for our organization and therefore requires
adequate protection and management in order to give continuity to our line of business and minimize the
possible damage caused by failures to the integrity, availability, traceability, authenticity and confidentiality
of this for all our stakeholders.

The Management of OXFORD OIL ADDITIVES sets the following information security objectives:

e Provide a framework to increase resilience to provide an effective response to critical security
situations.

e Ensure the rapid and efficient recovery of services, in the face of any physical disaster or contingency
that may occur and put the continuity of operations at risk

e To preventinformation security incidents to the extent technically and economically feasible, as well
as to mitigate information security risks generated by our activities.

e Ensure confidentiality, integrity, availability, authenticity and traceability of information

e Keeping our devices and data protected is essential to prevent potential attacks and protect our
personal information

To achieve these objectives, it is necessary to:

e Protect systems against rapidly evolving threats with the potential to impact information and
services. To defend against these threats, a strategy that adapts to changes in environmental
conditions is required to ensure the continuous delivery of services.

e Ensure compliance with the applicable legal and regulatory requirements (those relating to the
protection of personal data), as well as those that the organization has assumed voluntarily and in
the Code of Conduct.

e Ensure business continuity by developing continuity plans in accordance with recognized
methodologies.

e To carry out and periodically review a risk analysis based on recognized methods that allow us to
establish the level of both personal data privacy and information security at a general level and of
the projects and services underway and to minimize risks through the development of specific
policies, technical solutions and contractual agreements with specialized organizations.

e Select suppliers and subcontractors based on criteria related to privacy and information security.

e Preserve the interests of its key stakeholders (customers, shareholders, employees, and suppliers),
reputation, brand, and value-creating activities.

e Evaluate and guarantee the technical competence of the staff, as well as ensure their adequate
motivation for their participation in the continuous improvement of our processes, providing
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training and adequate internal communication so that they develop good practices defined in the
system.

e Establish the consequences of security policy violations, which will be reflected in the contracts
signed with stakeholders, suppliers and subcontractors.

e Promote a culture of continuous improvement in information security management and implement
improvements based on incident analysis, audits, and periodic reviews

e Ensure that access to and use of information systems is done securely and in accordance with
established policies and procedures

e Properly manage the life cycle of the information, so that incorrect use can be avoided during any of
the phases.

e Ensuring the protection of intellectual property rights

e Periodically establish a set of objectives and indicators, which allow management to carry out
adequate monitoring of the levels of service offered and management activities

e  Structure our management system in a way that is easy to understand.

2. INFORMATION SECURITY SYSTEM POLICY

The objective of the Security Policy is to establish the framework for action necessary to protect information
and data resources against threats, internal or external, deliberate or accidental.

Considering the context in which the internal and external issues of the organization are determined, the
stakeholders that are relevant and their requirements for information security, as well as the interfaces and
dependencies between the activities carried out by the entity and those carried out by other organizations
in compliance. This Policy is limited to the services and systems of the OXFORD OIL ADDITIVES companies
included in the scope of the ISMS that covers compliance with the requirements and security measures
established in the National Security Scheme and in ISO 27001:2022. These services included within the SCOPE
of the ISMS are the following:

"The information systems that support the provision of cybersecurity services, data protection and
automation of processes, in accordance with the current declaration of applicability in relation to the
current categorization document/Declaration of Applicability".

The Information Security Policy is reviewed at planned intervals.

The Security Committee shall be responsible for the annual review of this Security Policy and the proposal
for its revision or maintenance. The Policy will be approved by Senior Management and disseminated so that
it is known to all parties affected.

This Safety Policy complements the safety policies of OXFORD OIL ADDITIVES in different areas and will be
developed by means of safety regulations that address specific aspects

PREVENTION
Departments should avoid, or at least prevent as much as possible, information or services from being
harmed by security incidents. To do this, departments must implement the minimum-security measures
determined by the ENS and I1SO 27001:2022, as well as any additional controls identified through a threat
and risk assessment. These controls, and the safety roles and responsibilities of all personnel, must be clearly
defined and documented.
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To ensure compliance with the policy, departments must:
e Authorize systems before they go into operation.
e Regularly assess security, including assessments of configuration changes made on a routine basis.
e Request periodic review by third parties for the purpose of obtaining an independent evaluation.

DETECTION
Since services can be rapidly degraded due to incidents, ranging from a simple slowdown to a stoppage,
services must monitor the operation on an ongoing basis to detect anomalies in service delivery levels and
act accordingly as set out in Article 9 of the ENS.
Monitoring is especially relevant when lines of defence are established in accordance with Article 8 of the
ENS. Detection, analysis and reporting mechanisms will be established that reach those responsible regularly
and when there is a significant deviation from the parameters that have been pre-established as normal.

ANSWER
Departments must:
e Establish mechanisms to respond effectively to security incidents.

e Designate a point of contact for communications regarding incidents detected in other departments
or in other agencies.

e Establish protocols for the exchange of information related to the incident. This includes two-way
communications with Emergency Response Teams (CERTSs).

RECOVERY

To ensure the availability of critical services, departments should develop systems continuity plans as part of
their overall business continuity plan and recovery activities.

3. STRUCTURING SYSTEM SECURITY DOCUMENTATION

OXFORD OIL ADDITIVES has a series of documents that clearly and precisely detail how to operate the
elements of the information system:

How to carry out the usual tasks.

e Who should do each task.
e How to identify and report abnormal behaviors.

e The way in which the information is to be treated in consideration of the level of security it requires.
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Our management system has the following structure:

Procedures

4. APPLICABLE LEGAL AND REGULATORY FRAMEWORK

The legal and regulatory framework in which we operate is mainly based on the following laws and
regulations:

e Law 40/2015, of 1 October, on the Legal Regime of the Public Sector.

e Royal Decree 311/2022, of 3 May, regulating the National Security Scheme.

e Organic Law 3/2018, of 5 December, on the Protection of Personal Data and guarantee of digital
rights.

e Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data (GDPR).

e Organic Law 3/2018, of 5 December, on the Protection of Personal Data and guarantee of digital
rights.

e Law 11/2007, of 22 June, on electronic access of citizens to Public Services.

e Royal Decree 1720/2007, of 21 December, approving the Regulations for the development of Organic
Law 15/1999, of 13 December, on the protection of personal data.

Within the protection of the above, the protection of privacy is embedded. Our systems process sensitive
personal data and therefore, the protection of privacy stands as an essential pillar within the ISMS framework
and is constituted as a social need that companies must respect and protect, as well as subject to specific
legislation and/or regulation around the world.

OXFORD OIL ADDITIVES has a procedure for identifying the applicable legislation and permanently updating
a register where references to these updated standards are kept.
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5. SAFETY ORGANIZATION

5.1 SAFETY COMMITTEE

The management of our system is entrusted to the Safety Committee. The safety committee is an

autonomous, executive body with autonomy for decision-making and that does not have to subordinate its

activity to any other element of our company

The members of the Security Committee will be designated in a founding act, which will indicate the person

appointed and the position he or she must hold.
The secretary of the Security Committee will be the RESPONSIBLE FOR SECURITY and will have the following
functions:

Convene the meetings of the Security Committee.

Prepares the topics to be discussed in the meetings of the Committee, providing timely information
for decision-making.

Prepare the minutes of the meetings.

It is responsible for the direct or delegated implementation of the Committee's decisions.

The Security Committee shall report to the General Manager

The Security Committee shall have the following functions:

To attend to the concerns of Senior Management and the different departments.

Regularly report on the state of information security to Senior Management.

Promote continuous improvement of the information security management system.

Develop the Organization's strategy for the evolution of information security.

Coordinate the efforts of the different areas in the area of information security, to ensure that efforts
are consistent, aligned with the strategy decided on the matter, and avoid duplication.

Prepare (and regularly review) the Security Policy for approval by Management.

Approve information security regulations.

Coordinate all security functions of the organization.

Ensure compliance with the applicable legal and sectoral regulations.

Ensure that security activities are aligned with the objectives of the organization.

Coordinate the Continuity Plans of the different areas, to ensure seamless action in case they need
to be activated.

Coordinate and approve, where appropriate, the project proposals received from the different
security areas, being responsible for managing a regular control and presentation of the progress of
the projects and announcing possible deviations.

Receive security concerns from the entity's management and transmit them to the relevant
departmental managers, obtaining from them the corresponding responses and solutions that, once
coordinated, must be communicated to the management.
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e Obtain regular reports from departmental security managers on the state of the organization's
security and possible incidents. These reports are consolidated and summarized for communication
with the entity's management.

e Coordinate and respond to the concerns transmitted through the departmental security managers.

o Define, within the Corporate Security Policy, the assignment of roles and the criteria to achieve the
relevant guarantees in relation to segregation of duties

e Develop and approve the training and qualification requirements for administrators, operators and
users from the point of view of information security.

e Monitor the main residual risks assumed by the Organization and recommend possible actions
regarding them.

e Monitor the performance of security incident management processes and recommend possible
actions regarding them. To ensure the coordination of the different security areas in the
management of information security incidents.

e Promote the performance of periodic audits to verify compliance with the body's obligations in terms
of safety.

e To approve plans to improve the Organization's information security. It will ensure the coordination
of different plans that may be carried out in different areas.

e Prioritize actions in the field of security when resources are limited.

e Ensure that information security is considered in all projects from their initial specification to their
commissioning. It should ensure the creation and use of horizontal services that reduce duplication
and support a homogeneous operation of all ICT systems.

e Resolve conflicts of responsibility that may arise between the different managers and/or between
different areas of the Organization.

5.2 ROLES: ROLES AND RESPONSIBILITIES
The functions of those responsible for the organization will be detailed below:

Information Controller

Ultimate responsibility for the use made of certain information and, therefore, for its protection.

Ultimately responsible for any error or negligence that leads to an incident of confidentiality or integrity (in
terms of data protection) and availability (in terms of information security).

Establish the requirements for information on security matters.

Determine and approve information security levels.

Approve the categorization of the system with respect to information.

Those that are indicated in the documents within the scope of the ISO 27001:2022.

Service Manager

Establish the requirements of the service in terms of security.

Determine the security levels of the services.

Approve the categorization of the system with respect to services.

Those that are indicated in the documents within the scope of the ISO 27001:2022.
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Responsible for Security and Information Security Management System

Its functions will be as follows

Maintain the security of the information handled and the services provided by the information
systems in their area of responsibility, in accordance with the provisions of the organization's
Information Security Policy.

Promote training and awareness in information security within its area of responsibility.

Approve the declaration of applicability.

Channel and supervise both compliance with the security requirements of the service provided or
solution provided, as well as communications related to information security and incident
management for the scope of said service (POC).

Those that are indicated in the documents within the scope of the ENS and the Information Security
System (ISMS)

Provide regular reports to senior management on the status and effectiveness of the ISMS.
Collaborate in the identification and assessment of information security risks.

Ensure that corrective and preventive action is taken in a timely manner.

Collaborate closely with other departments to ensure the effective integration of information
security into all aspects of the business.

Oversee the creation, review, and updating of ISMS-related documents and records, such as
policies, procedures, and audit trails.

Assess and manage the security of suppliers and contractors who handle sensitive information.

The person responsible for Security will be the Secretary of the Security Committee with the
functions indicated above.

In accordance with the principle of "segregation of functions and tasks" set out in Article 10 of the
ENS, the Security Manager will be a figure distinct from the person in charge of the System.

System Manager

Its functions will be as follows:

Develop, operate and maintain the information system throughout its life cycle, including its
specifications, installation and verification of its correct operation.

Define the topology and management of the information system, establishing the criteria for use and
the services available in it.

Ensure that security measures are properly integrated into the overall security framework.

Power to propose the suspension of the processing of certain information or the provision of a
certain service if it detects serious security deficiencies that could affect the satisfaction of the
established requirements.

Those that are indicated in the documents within the scope of the ISO 27001:2022.

Privacy Officer

Its functions will be as follows:

Coordinate all aspects related to the adequacy of the actions of OXFORD OIL ADDITIVES in terms of
personal data protection.
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e Coordinate, together with the Security Officer, compliance with the requirements of 1ISO 27001:2022
with respect to the protection of personal data.

NOMINATION PROCEDURE

The person responsible for Security and the Information Security Management System will be
appointed by the Security Committee. The appointment will be reviewed every 2 years or when the
position becomes vacant.

Likewise, the rest of the positions indicated in the previous section will be appointed by the Security
Committee by means of the meeting.

6. RISK MANAGEMENT

All systems subject to this Policy shall conduct a risk analysis, assessing the threats and risks to which they
are exposed. This analysis will be repeated:

Regularly, at least once a year

When the information handled changes
When the services provided change
When a major security incident occurs
When serious vulnerabilities are reported

For the harmonisation of risk analyses, the Safety Committee will establish a reference assessment for the
different types of information handled and the different services provided. The Security Committee will boost
the availability of resources to meet the security needs of the different systems, promoting horizontal
investments.

7. STAFF OBLIGATIONS

All members of OXFORD OIL ADDITIVES are obliged to know and comply with this Safety Policy and the Safety
Regulations, and it is the responsibility of the Safety Committee to provide the necessary means for the
information to reach those affected.

All OXFORD OIL ADDITIVES members will attend an information security awareness session at least once a
year. A continuous awareness program will be established to cater for all OXFORD OIL ADDITIVES members,
particularly new recruits.

Persons with responsibility for the use, operation or administration of systems shall be trained in the safe
handling of systems to the extent they need to perform their work. Training will be mandatory before
assuming a responsibility, whether it is your first assignment or if it is a change of job or responsibilities in it.

8. THIRDS

When OXFORD OIL ADDITIVES provides services to other public or private organizations or handles
information from other public or private organizations, they will be made participants in this Security Policy,
channels will be established for reporting and coordination of the respective Security Committees and action
procedures will be established for the reaction to security incidents.
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When OXFORD OIL ADDITIVES uses third-party services or transfers information to third parties, they will be
informed of this Security Policy and the Security Regulations that apply to such services or information. This
third party will be subject to the obligations established in the said regulations and may develop its own
operating procedures to satisfy it. Specific procedures for reporting and resolving incidents will be
established. It will be ensured that third-party personnel are adequately aware of security, at least at the
same level as that established in this Policy.

When any aspect of the Policy cannot be satisfied by a third party as required in the previous paragraphs, a
report from the Security Officer will be required that specifies the risks incurred and how to deal with them.
Approval of this report by those responsible for the information and services concerned will be required
before proceeding.

This Security Policy has been approved and reviewed by the CEQ/Chief Security Officer

In Barcelona, May 25, 2025

Juan Miguel de Ros
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